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AGENDA

• A well-known Computer Science problem

• Software Correctness

• Two approaches

• Deductive Verification

• Automated Bounded Verification



SOFTWARE CORRECTNESS
• What is it?

the problem of guaranteeing that a software system (or an algorithm) 
behaves as intended, i.e., it correctly solves the problem it has been 
built to solve.

• Why should we care?

many activities depend on software and some are critical. Their failure 
can have catastrophic consequences (e.g., automated driving, control of 
medical devices, financial applications, …)



SOME FAMOUS BUGS
Ariane 5:

64 bits fp


vs 16 bits intPentium:

FDIV

Therac-25:

one man job

Electronic voting:

Integrity/Confidentiality

Mars Climate Orbiter:

Metric vs Imperial

HMS Sheffield:

Friendly Exocet

https://en.wikipedia.org/wiki/List_of_software_bugs



PROBLEM

How can we tell if a program is correct?



CLEARLY INCORRECT PROGRAMS

#include <stdio.h> 

int main { 

    int n; 
    scanf("%d;; 

    printf(N) 

These programs cannot be correct

First syntactically incorrect. Second leads to a runtime failure.

#include <stdio.h> 

int main() { 
     
    int *p = NULL; 
    printf("%d", *p); 
     
    return 0; 
}



WHAT ABOUT THIS ONE?

int f(int n, int m) { 
    if (n > m) 
        return n; 
    else 
        return m; 
}

We cannot tell whether the program is correct or incorrect 
without knowing what is its intended behavior



PROGRAM SPECIFICATION

int f(int n, int m) { 
    if (n > m) 
        return n; 
    else 
        return m; 
}

A description of the intended behavior of a program.
/* 
 * Computes the maximum of two integers. 
 */ 
int f(int n, int m) { 
    if (n > m) 
        return n; 
    else 
        return m; 
}



PROGRAM SPECIFICATIONS IN 
NATURAL LANGUAGE

• Most widely adopted form of specification

• Software documentation

• Program comments

• Natural language is inherently ambiguous

•  Inadequate for rigorous correctness analysis

• cannot accurately contrast software behavior 
with software specification



FORMAL PROGRAM 
SPECIFICATIONS

{pre(s)}
P (s, s0)

{post(s0)}

Gives rise to the use of correctness assertions to specify program behavior :

Assertion holds iff every execution of P that starts in a state that satisfies 
pre, terminates and does so in a state that satisfies post.

Precondition: assumptions 
on the initial state 

Postcondition: assertions 
on the final state 

specified in a logical 
language



EXAMPLE

int result = 0; 
if (n > m) { 
    result = n; 
} 
else { 
    result = m; 
}

<latexit sha1_base64="aYFXiSrfOhIgSmXRTxKU/p1TMdk=">AAAB9nicbVC7TsNAEDyHVwivQEqaExESVWQjBJQRNJRBIg8ptqLzZZ2ccn7obo1iWf4VqBDQ8SH8AH/DJaSAhKlmd2al2fETKTTa9pdVWlvf2Nwqb1d2dvf2D6qHRx0dp4pDm8cyVj2faZAigjYKlNBLFLDQl9D1J7czvfsISos4esAsAS9ko0gEgjM0q0G15ubURZia0xxVCgV1i0G1bjfsOegqcRakThZoDaqf7jDmaQgRcsm07jt2gl7OFAouoai4qYaE8QkbQd/QiIWgvXwevqCnQawojoHO59/enIVaZ6FvPCHDsV7WZsv/tH6KwbWXiyhJESJuLEYLUkkxprMO6FAo4CgzQxhXwqSkfMwU42iaqpj3neVnV0nnvOFcNi7uL+rNm0URZXJMTsgZccgVaZI70iJtwklGnskbebem1pP1Yr3+WEvW4qZG/sD6+AbpzJKt</latexit>

{true}

<latexit sha1_base64="yTBNuDFHez5OT/EdOFholWqF2ao="></latexit>

{(result = n _ result = m) ^ result � n ^ result � m}



Approaches for software verification

•Verification: To prove the program is right 
•Deductive Verification
•Abstract interpretation
•ModelChecking (using abstractions)

•Falsification: To show the program is wrong
•Testing/Fuzzing
•Symbolic Execution
•Monitoring
•ModelChecking 
•Automated Bounded Verification



Deductive Program Verification

The task of mathematically checking the correctness of a program with 
respect to a formal specification.
Originally proposed by R. W. Floyd and C. A. R. Hoare, based on program 
specification using first-orden logic assertions.

Assigning Meanings to 
Programs, 1967

An Axiomatic Basis for 
Computer 
Programming, 1969



Program Verification
Gives rise to the use of correctness assertions (Hoare triples) to specify program 
behavior:

Assertion holds iff every execution of P that starts in a state s that satisfies pre, terminates and 
does so in a state s’ that satisfies post.

Precondition: 
assumptions on the 
initial state 

Postcondition: assertions 
on the final state 

specified in a formal 
language



Examples of Hoare Triples
{false} S {Q} 
• Valid for all S and Q. 

{P} while (true) do skip {Q} 
• Valid for all P and Q. 

{true} S {Q} 
• If S terminates, then Q must hold. 

{P} S {true} 
• Valid for all P and S.

{P} S {false} 
• False when P holds and S 
terminates, otherwise Valid 

15



Example

{x = X & y = Y}
tmp := x;

x:=y;
y:=tmp;

{x = Y & y = X}



Example - Sort



Hoare Rules
{P} skip {P}

{Q[xèE]} x := E {Q}

{A} s1 {C}  {C} s2 {B}        
{A} s1;s2 {B}

     {A && cond} s1 {B}   {A && !cond} s2 {B}     
{A} if(cond) {s1} else {s2} {B}

 A’èA {A} s {B}  BèB’     
{A’} s {B’}

  {A && cond} body {A}      (A && !cond)=>B  
{A} while(cond){body} {B}

Skip

Assignment

Sequential composition

Conditional

Consequence

Iteration



Program Verification

Proof:

{true}
x := 5
{x = 5}



Proof:

Program Verification

{x = 0}
x := x +1
{x > 0}



Proof:

Program Verification

Cannot apply consequence rule

{true}
x :=-x
{x < 0}



Proof:

Program Verification



Can we do it 
automatically?

How can a computer tell if a program is 
correct?



Weakest precondition

{x = 3}
x :=-x
{x < 0}

{x >= 3}
x :=-x
{x < 0}

{x > 0}
x :=-x
{x < 0}

{true}
x :=-x
{x < 0}



Weakest precondition

….

x=-4

x=-1

x=-3x:=-x

x:=-x

WP

X>=5 && y<0

P = { x>=3}
x := -=x 

Q = { x<0}

Q

X=3

X=4

X>=3

P

Is P the weakest 
precondition?

x:=-x

x:=-x

X=1 X=2

x=-2



Weakest precondition

• WP(skip, Q) =def Q {x < 0}
skip

{x < 0}



Weakest precondition

• WP(skip, Q) =def Q

• WP(x:=E, Q) =def Q[xàE]
{?} x:= x+2 {x>=5}

{x>=5[xàx+2]} x:=x+2{x>=5}

{x+2>=5} x:=x+2 {x>=5}

{x>=3} x:=x+2 {x>=5}



Weakest precondition

• WP(skip, Q) =def Q

• WP(x:=E, Q) =def Q[xàE]

• WP( s1;s2 , Q ) =def WP(s1, WP(s2, Q))

{?}

x:=x+1

x:= x+2

{x>=5}



Weakest precondition

• WP(skip, Q) =def Q

• WP(x:=E, Q) =def Q[xàE]

• WP( s1;s2 , Q ) =def WP(s1, WP(s2, Q))

{?}

x:=x+1

{x>=3}

x:= x+2

{x>=5}



Weakest precondition

• WP(skip, Q) =def Q

• WP(x:=E, Q) =def Q[xàE]

• WP( s1;s2 , Q ) =def WP(s1, WP(s2, Q))

{x>=2}

x:=x+1

{x>=3}

x:= x+2

{x>=5}



Weakest precondition

• WP(skip, Q) =def Q

• WP(x:=E, Q) =def Q[xàE]

• WP( s1;s2 , Q ) =def WP(s1, WP(s2, Q))

• WP( if(B){s1}else{s2}, Q ) =def
  B=> WP(s1,Q) &&
   !B => WP(s2,Q)

{?}

If(x>0) then x:=x+1 else x:=2

{x=2}



Weakest precondition

• WP(skip, Q) =def Q

• WP(x:=E, Q) =def Q[xàE]

• WP( s1;s2 , Q ) =def WP(s1, WP(s2, Q))

• WP( if(B){s1}else{s2}, Q ) =def
  B=> WP(s1,Q) &&
   !B => WP(s2,Q)

Case X>0:

{?}

x:=x+1

{x=2}

Case X<=0:

{?}

x:=2

{x=2}



Weakest precondition

• WP(skip, Q) =def Q

• WP(x:=E, Q) =def Q[xàE]

• WP( s1;s2 , Q ) =def WP(s1, WP(s2, Q))

• WP( if(B){s1}else{s2}, Q ) =def
  B=> WP(s1,Q) &&
   !B => WP(s2,Q)

Case X>0:

{x=1}

x:=x+1

{x=2}

Case X<=0:

{True}

x:=2

{x=2}



Weakest precondition

• WP(skip, Q) =def Q

• WP(x:=E, Q) =def Q[xàE]

• WP( s1;s2 , Q ) =def WP(s1, WP(s2, Q))

• WP( if(B){s1}else{s2}, Q ) =def
  B=> WP(s1,Q) and !B => WP(s2,Q)

:

{(X>0=> x=1) and (X<=0 => True)}

If(x>0) then x:=x+1 else x:=2

{x=2}



Weakest precondition

• WP(skip, Q) =def Q

• WP(x:=E, Q) =def Q[xàE]

• WP( s1;s2 , Q ) =def WP(s1, WP(s2, Q))

• WP( if(B){s1}else{s2}, Q ) =def
  B=> WP(s1,Q) and !B => WP(s2,Q)

:

{ x=1  or X<=0}

If(x>0) then x:=x+1 else x:=2

{x=2}

{(X>0=> x=1) and (X<=0 => True)} 
could be simplified into

{ x=1 or X<=0}



Why the weakest precondition is important?

{P} S {Q}  

if and only if  

P ⇒ WP(S, Q) 

So, if we have an effective (algorithmic) way to  
compute the WP we are done J



Verification Condition
Given the following Hoare triple:

{Pre}
Program

{Post}

A Verification Condition (VC) for that triple:

Pre => WP(Program, Post)



Example

int abs(int a) 
requires true
ensures result = |a|
{
  result = a;
  if (a<0)
    result = -result;
  else
    skip;
}

WP(result=a; if(a<0)…, result=|a|) = 

WP(result=a; WP(if(a<0)…, result=|a|)) 
a<0 => WP(result=-result, result=|a|) && 

a>=0 => WP(skip, result=|a|) 

= (a<0 =>-result=|a|) && (a>=0  => result=|a|)

What we need to prove: preM => WP(P, result=|a|)

true   => (a<0 =>-a=|a|) && (a>=0  => a=|a|) P

P’:

WP(result=a, P’) =  (a<0 =>-a=|a|) && (a>=0  => a=|a|)

P’



Verifier Archtecture

• Programming Language

• Specification Language

• Logical representation of 
the program

• Automatic Decision 
Procedure

JAVA JML

SMT-Solver (Z3)

Weakest
Precondition

(Dijsktra)

Translator

Automatic
Theorem Prover

Program Specification

Logical 
Formula

Valid Invalid

Verifier



So, what is the problem with using WP?

1. Limitation in the Logic used in specifications: is decidable?

2. Loops!



What is the problem with WP?

Let call Hk: precondition for executing exactly k times

while (B)  {
S;

}
{Q}

¬B
while (B)  {

S;
}
{Q}

Execute 0 times



What is the problem with WP?

Hk: precondition for executing exactly k times
• H0(B,S,Q) =  def(B) ∧ ¬B ∧ Q

while (B)  {
S;

}
{Q}

{¬B ∧ Q}
while (B)  {

S;
}
{Q}

Execute 0 times



What is the problem with WP?

Hk: precondition for executing exactly k times
• H0(B,S,Q) =  def(B) ∧ ¬B ∧ Q

• H1(B,S,Q) =def def(B) ∧ B ∧ wp(S, ¬B ∧ Q)) 
                        = def(B) ∧ B ∧ wp(S, H0(Q)). 

{B && ?} 
S;
while (B)  {

S;
}
{Q}

{B ∧ wp(S, ¬B ∧ Q)}
S;
 while (B)  {

S;
}
{Q}

Execute once



What is the problem with WP?

Hk: precondition for executing exactly k times
• H0(B,S,Q) =  def(B) ∧ ¬B ∧ Q,

• H1(B,S,Q) =def def(B) ∧ B ∧ wp(S, ¬B ∧ Q)) 
                        = def(B) ∧ B ∧ wp(S, H0(Q)). 
• ….
• Hk+1(B,S,Q) ≡ def(B) ∧ B ∧ wp(S, Hk(Q)) for k ≥ 0. 

B ∧ wp(S, Hk(Q))
S; S;.. S; 
 while (B)  {

S;
}
{Q}



What is the problem with WP?

Hk: precondition for executing exactly k times
• H0(B,S,Q) =  def(B) ∧ ¬B ∧ Q,

• H1(B,S,Q) =def def(B) ∧ B ∧ wp(S, ¬B ∧ Q)) 
                        = def(B) ∧ B ∧ wp(S, H0(Q)). 
• ….
• Hk+1(B,S,Q) ≡ def(B) ∧ B ∧ wp(S, Hk(Q)) for k ≥ 0. 

B ∧ wp(S, Hk(Q))
S; S;.. S; 
 while (B)  {

S;
}
{Q}

WP(while(B){S},Q) = ∨i=0Hi(B,S,Q) 

We get an infinitary formula…



Loop invariants
A loop invariant is a property of a program loop
that is true before (and after) each iteration

• It's part of the (perhaps unconscious) reasoning we
do when writing a loop
• Formal Description:

• What we assume at the beginning of each iteration
• What progress we expect at the end of the iteration

• Fundamental for the verification of a method if it has 
loop/cycles (inductive reasoning)

{Pre} 
Init;
{Pc}=>{ I } 
while (Cond) {

{ I & Cond} 
S;
{ I }

}
{ I & !Cond}=> {Qc}
…
{Pos}



Loop invariant Theorem
… ;  // some code
{ Pc }
{ I } 
while (B) {

{ I & Cond} 
S;
{ I}

}
{ I & !Cond}
{Qc}

… ;  // some code

If you can show that:
1) Pc ==> I
2) {B && Inv} S {Inv}
3) (Inv && !B) => Qc 

Then:
{Pc} while (B) S {Qc}



Loop invariants

int sumx(int x) {

int s = 0, i = 0;

while (i < x) {

// state 1

i = i + 1;

s = s + i;

// state 2

}

return s;

}

i@e1 s@e1 i@e2 s@e2

0 0 1 1

1 1 2 3

2 3 3 6

3 6 4 10

int sumx(x: Int) {
//@   requires x >= 0;
//@   ensures result == \sum(i: int; 0<=i<=x; i)

s == \sum(j: int; 0<=j<=i; j)
&& 0 <= i <= x

Loop invariant



Handling Loops

How we codify the rule for the loop?
• We require an invariant satisfying the invariant theorem
• We need to add this statements 

• assume E // believe E is true 
• assert E  // check E is true (fail otherwise)
• havoc x (a non-deterministic value to x)

WP (assume E, Q) == E=>Q
WP (assert E, Q) == E && Q
WP (havoc x, Q) == \forall x. Q

If you can show that:
1) Pc ==> I
2) {B && Inv} S {Inv}
3) (Inv && !B) => Qc 

Then:
{Pc} while (B) S {Qc}



Handling Loops

While_(I,T) B do S end ==
 assert I
 havoc T
 assume I
 if (B) then
  S
  assert I
  assume false
 endif

1) Check that loop invariant holds at the beginning 

2b) Check invariant is preserved after executing 
loop body

2a)Forget info of variables affected T, use only the 
information provided by the invariant

If you can prove that:
1) Pc ==> I
2) {B && Inv} S {Inv}
3) (Inv && !B) => Qc 

Then
{Pc} while (B) S {Qc}

3) Here I holds and B is False



int sumx (int x) {

int s = 0, i = 0;
  assert 0 <= i <= x && s == \sum(j: int; 0<=j<=i; j)

havoc i, sum
 assume 0 <= i <= x && s == \sum(j: int; 0<=j<=i; j)
 if (i<x) then

i = i + 1;
s = s + i;

   assert 0 <= i <= x && s == \sum(j: int; 0<=j<=i; j)
   assume false
 endif
return s;

}

int sumx (int x) {

int s = 0, i = 0;

while (i < x) {
i = i + 1;

s = s + i;
}

return s;

}

x >= 0 ==> WP(sumx, result == \sum(i: int; 0<=i<=x; i))



int sumx (int x) {

int s = 0, i = 0;
  assert 0 <= i <= x && s == \sum(j: int; 0<=j<=i; j)

havoc i, sum
 assume 0 <= i <= x && s == \sum(j: int; 0<=j<=i; j)
 if (i<x) then

i = i + 1;
s = s + i;

   assert 0 <= i <= x && s == \sum(j: int; 0<=j<=i; j)
   assume false
 endif
return s;

}

int sumx (int x) {

int s = 0, i = 0;

while (i < x) {
i = i + 1;

s = s + i;
}

return s;

}

Are we still 
computing the 

weakest 
precondition on 

the original 
program?

x >= 0 ==> WP(sumx, result == \sum(i: int; 0<=i<=x; i))



Java

SMT solver

Intermediate 

representation

Intermediate 

verification 

language

Com
piler

Verifier

Java

Separation of concerns



SMT 

solvers

Boogie

Java

Verification architecture

Intermediate 
Verification 
Language

Solidity
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Automatic
prover

+Automatic first-order logic 
tools – major progress in the 
last decade (SAT, SMT)

+ Intermediate verification 
languages - Boogie, Why, …

+Back-end: verifier 
(verification condition 
generator)

=Common infrastructure for 
building front-end verifiers✔

✘

Back-end

IVL

Front-end

Prog. language
+ specifications

Front-end

Prog. language
+ specifications

Front-ends

Prog. languages
+ specifications

Modern software verification tools



PROGRAM VERIFICATION

{pre(s)}
P (s, s0)

{post(s0)}

?
UNDECIDABLE

8s, s0 · pre(s) ^ P (s, s0) ) post(s0)
8s · pre(s) ) P (s) terminates



BOUNDED PROGRAM 
VERIFICATION

{pre(s)}
P (s, s0)

{post(s0)}

{pre(sB)}
PB(sB , s0B)
{post(s0B)}

?
limit on the number of 

objects in program states, the range 
for numeric types, …

limit on the 
number of loop iterations 
and depth of recursive 

calls

8sB , s0B · pre(sB) ^ PB(sB , s0B) ) post(s0B)
8sB · P terminates within B iterations

DECIDABLE



BOUNDED VERIFICATION

(Bounded) 

Verifierscope 
(bound)

push-button

 

X

{pre(s)}
P (s, s0)

{post(s0)}



THE BOOLEAN SATISFIABILITY 
PROBLEM

Given a propositional formula A, is it satisfiable? 

i.e., find a valuation:

that makes the formula true

• Decidable problem

• No known polynomial time algorithm to solve it (problem is NP-complete)

• Several efficient implementations for SAT based on Davis-Putnam-
Logemann-Loveland (DPLL)

<latexit sha1_base64="biNev9k7I69Dj3S1bpWAbzHwAtc=">AAACF3icbVDJSgNBFOxxjXGLevTSGIQIEmYkqHiKCuIxQhYhE0JP+2Ka9Cx0vwmGYT5Ef0ZPouLFo39jZ0E0WqfqqnrQVV4khUbb/rRmZufmFxYzS9nlldW19dzGZl2HseJQ46EM1bXHNEgRQA0FSriOFDDfk9DweudDv9EHpUUYVHEQQctnt4HoCM7QSO1cqX9CXYQ7c5rUmdJp4XTPCCF1k7GOmFTT/W9+kVI3befydtEegf4lzoTkyQSVdu7dvQl57EOAXDKtm44dYSthCgWXkGbdWEPEeI/dQtPQgPmgW8moXUp3O6Gi2AU6ev/MJszXeuB7JuMz7Oppbyj+5zVj7By3EhFEMULATcR4nVhS03s4Er0RCjjKgSGMK2F+SXmXKcbRTJk19Z3psn9J/aDoHBZLV6V8+WwyRIZskx1SIA45ImVySSqkRjh5IE/klbxZ99aj9Wy9jKMz1uRmi/yC9fEFuYGfnA==</latexit>

v : Vars(A) ! {T, F}



BASIC ALGORITHM FOR SAT
Given a propositional formula F, try out all possible valuations for F in the search a 
satisfying one.

•Valuations are finite (but exponential on the number of propositional variables)

•This process is the so-called truth-table construction

1.3 Satisfiability and Validity 9

then for any interpretation I, I |= F . By the semantics of negation, I !|= ¬F ,
so ¬F is unsatisfiable. Conversely, suppose that ¬F is unsatisfiable. For any
interpretation I, I !|= ¬F , so that I |= F by the semantics of negation. Thus,
F is valid.

Because of this duality between satisfiability and validity, we are free to
focus on either one or the other in the text, depending on which is more
convenient for the discussion. The reader should realize that statements about
one are also statements about the other.

In this section, we present several methods of determining validity and
satisfiability of PL formulae.

1.3.1 Truth Tables

Our first approach to checking the validity of a PL formula is the truth-table
method. We exhibit this method by example.

Example 1.5. Consider the formula

F : P ∧ Q → P ∨ ¬Q .

Is it valid? Construct a table in which the first row is a list of the subformulae
of F ordered according to the subformula ordering. Fill columns of proposi-
tional variables with all possible combinations of truth values. Then apply the
semantics of PL to fill the rest of the table:

P Q P ∧ Q ¬Q P ∨ ¬Q F

0 0 0 1 1 1
0 1 0 0 0 1
1 0 0 1 1 1
1 1 1 0 1 1

The final column, which represents the truth value of F under the possible
interpretations, is filled entirely with true. F is valid. !

Example 1.6. Consider the formula

F : P ∨ Q → P ∧ Q .

Construct the truth table:

P Q P ∨ Q P ∧ Q F

0 0 0 0 1
0 1 1 0 0
1 0 1 0 0
1 1 1 1 1

Because the second and third rows show that F can be false, F is invalid. !

1.3 Satisfiability and Validity 9

then for any interpretation I, I |= F . By the semantics of negation, I !|= ¬F ,
so ¬F is unsatisfiable. Conversely, suppose that ¬F is unsatisfiable. For any
interpretation I, I !|= ¬F , so that I |= F by the semantics of negation. Thus,
F is valid.

Because of this duality between satisfiability and validity, we are free to
focus on either one or the other in the text, depending on which is more
convenient for the discussion. The reader should realize that statements about
one are also statements about the other.

In this section, we present several methods of determining validity and
satisfiability of PL formulae.

1.3.1 Truth Tables

Our first approach to checking the validity of a PL formula is the truth-table
method. We exhibit this method by example.

Example 1.5. Consider the formula

F : P ∧ Q → P ∨ ¬Q .

Is it valid? Construct a table in which the first row is a list of the subformulae
of F ordered according to the subformula ordering. Fill columns of proposi-
tional variables with all possible combinations of truth values. Then apply the
semantics of PL to fill the rest of the table:

P Q P ∧ Q ¬Q P ∨ ¬Q F

0 0 0 1 1 1
0 1 0 0 0 1
1 0 0 1 1 1
1 1 1 0 1 1

The final column, which represents the truth value of F under the possible
interpretations, is filled entirely with true. F is valid. !

Example 1.6. Consider the formula

F : P ∨ Q → P ∧ Q .

Construct the truth table:

P Q P ∨ Q P ∧ Q F

0 0 0 0 1
0 1 1 0 0
1 0 1 0 0
1 1 1 1 1

Because the second and third rows show that F can be false, F is invalid. !



BASIC ALGORITHM FOR SAT
The same process can be implemented without the explicit construction 
of a table:

22 1 Propositional Logic

a formal approach to proving this point). When the semantic argument is
finished, report whether any branch is still open.

This simple description leaves out many details. Most importantly, when
many lines exist to which one can apply proof rules, which line should be con-
sidered next? Different implementations of this decision, called proof tactics,
result in different proof shapes and sizes. For example, one basic tactic is to
apply proof rules with only one deduction before proof rules with multiple
deductions to delay forks in the proof as long as possible.

Subsequent sections consider more sophisticated procedures that are the
basis for modern satisfiability solvers.

1.7.2 Reconsidering the Truth-Table Method

In the naive decision procedure based on the truth-table method, the entire
table is constructed. Actually, only one row need be considered at a time, mak-
ing for a space efficient procedure. This idea is implemented in the following
recursive algorithm for deciding the satisfiability of a PL formula F :

let rec sat F =
if F = ! then true
else if F = ⊥ then false
else

let P = choose vars(F ) in
(sat F{P #→ !}) ∨ (sat F{P #→ ⊥})

The notation “let rec sat F =” declares sat as a recursive function that
takes one argument, a formula F . The notation “let P = choose vars(F ) in”
means that P ’s value in the subsequent text is the variable returned by the
choose function. When applying the substitutions F{P #→ !} or F{P #→ ⊥},
the template equivalences of Exercise 1.2 should be applied to simplify the
result. Then the comparisons F = ! and F = ⊥ can be implemented as
purely syntactic operations.

At each recursive step, if F is not yet ! or ⊥, a variable is chosen on which
to branch. Each possibility for P is attempted if necessary. This algorithm
returns true immediately upon finding a satisfying interpretation. Otherwise,
if F is unsatisfiable, it eventually returns ⊥. sat may save branching on certain
variables by simplifying intermediate formulae.

Example 1.23. Consider the formula

F : (P → Q) ∧ P ∧ ¬Q .

To compute sat F , choose a variable, say P , and recurse on the first case,

F{P #→ !} : (! → Q) ∧! ∧ ¬Q ,

which simplifies to



SAT ALGORITHMIC 
IMPROVEMENTS
(P ⇤Q) ⇥ (¬P ⇤R) ⇥ (¬R ⇤ S) ⇥ P

Identify literal 
clause

{ {{ {

P appears positively, clause 
can be removed

P appears negatively, 
remove the literal

P does not appear in the 
clause, no change in it

“removing” a clause is turning it into ⊤, 
“removing” a literal is turning it into ⊥

⇥ ⌅ (⇤ ⇧R) ⌅ (¬R ⇧ S) ⌅ ⇥

R ⇥ (¬R ⇤ S)
That is:



SAT-BASED BOUNDED 
VERIFICATION

scope 
(bound)

 

X

{pre(s)}
P (s, s0)

{post(s0)}
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(pn,1 ⇥ pn,2 ⇥ · · · ⇥ pn,k)
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BOUNDED VERIFICATION SAT 
ENCODING

scope 
(bound)

{pre(s)}
P (s, s0)

{post(s0)}
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PROGRAM VERIFICATION 
ENCODING

A program Prog with iteration bounded by k can be transformed 
into an equivalent loop-free program Prog’ by unrolling loops k times:

 while (cond) { 
      loopBody(); 
 }

       if (cond) { 
            loopBody(); 
            if (cond) { 
                loopBody(); 
                if (cond) { 
                    loopBody(); 
                    if (cond) { 
                        loopBody(); 
                        If (cond) { 
                            ignoreRun(); 
                        } 
                    } 
                } 
            } 
       }



PROGRAM VERIFICATION 
ENCODING

If a program P is loop-free, the validity of a partial correctness assertion 
involving P can be mechanically reduced to checking the validity of a 
logical formula:

{pre(s)}
P (s, s0)

{post(s0)}
<latexit sha1_base64="fbDKjUavgoZJMK3/dyuviLwxvUU="></latexit>

8s · pre(s) ) WP(P, post(s))

Formula is first-order 

Dijkstra, Edsger W. (August 1975). "Guarded Commands, Nondeterminacy and Formal Derivation of Programs". Comm. ACM. 18 (8).



PROPOSITIONAL ENCODING OF FIRST-
ORDER LOGIC OVER BOUNDED DOMAINS

A first-order logic formula involving quantification over a domain of 
finite size k can be turned into an equivalent propositional formula:

<latexit sha1_base64="IY6WO7gafBCzXcVzufZt9CsHh7o="></latexit>

8s 2 D · p(s) ⌘ p(d0) ^ p(d1) ^ · · · ^ p(dk�1)



LIMITATIONS

public static int linearSearch(int[] arr, int target) { 
        // Iterate through each element of the array 
        for (int i = 0; i < arr.length - 1; i++) { 
            // If the current element matches the target, return its index 
            if (arr[i] == target) { 
                return i; 
            } 
        } 
        // If the loop completes without finding the target, return -1 
        return -1; 
}

{ arr != null }

<latexit sha1_base64="zBuumOv2McN2OCUiHKznJmSzkxk="></latexit>

{result = �1 , (8i · 0  i  arr.length ) arr[i] 6= target)}

Bug won’t be found if loops are unrolled less then 
array length



LIMITATIONS
{ a != null }

<latexit sha1_base64="5UFxdQo7SsGk2P2uCXNoPne1tfs="></latexit>

{result = �1 , (8i · 0  i  a.length ) a[i] 6= key)}
Bug won’t be found if only small sized arrays are 

considered



CHALLENGES OF PROGRAM 
VERIFICATION

Efficiency and scalability

SAT formula grows exponentially with program complexity and 
scope/bound

Generalizability

Custom heap-allocated data is non-trivial to deal with

Concurrent programs lead to huge number of program interleavings

Extremely difficult to deal with for bounded verifiers (scalability)



SOME RESEARCH DIRECTIONS

• Development of proof assistants for deductive verification

• Very valuable for mathematicians!

• Design of specification languages (logic engineering)

• Tradeoff between expressiveness and tractability

• Target specific program properties 



SOME RESEARCH DIRECTIONS
• Program derivation/synthesis

• Given a specification, systematically 
generate a program that satisfies the 
specification

• Fault localization

• Given a faulty program, where’s the error?

• Program repair

• Given a faulty program, automatically fix it 
so that it satisfies its specification



Is software verification also relevant 
for modern software systems?
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