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AGENDA

* A well-known Computer Science problem
S Gitire Correctness

* [wo approaches

» Deductive Verification

« Automated Bounded Verification



O | VWARE CORRECTINESS

* What is 1t?

the problem of guaranteeing that a software system (or an algorithm)
behaves as intended, i.e,, it correctly solves the problem it has been
built to solve.

* Why should we care!?

many activities depend on software and some are critical. Their failure
can have catastrophic consequences (e.g,, automated driving, control of
medical devices, financial applications, ...)
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FAMOUS BUGS

Ariane 5:

64 bits fp J
; Pentium: vs 16 bits m%\
FDIV
T !l Therac-25:
Electron Mode X-Ray Mode one man jOb

Mars Climate Orbiter:
4 Metric vs Imperial

HMS Sheffield:
Friendly Exocet

Electronic voting:
Integrity/Confidentiality

https://en.wikipedia.org/wiki/List_of_software_bugs



PROBLEM

How can we tell if a program is correct?



CLEARLY INCORRECT PROGRAMS

#1include <stdio.h> #include <stdio.h>

int main { int main() {
int n; int *p = NULL;
scanf("%d; ; printf("sd", *p);
printf(N) , return 0,

T — T

These programs cannot be correct

First syntactically incorrect. Second leads to a runtime failure.



WHAT ABOUT THIS ONE!

int f(int n, int m) {
if (n > m)
return n;
else
return m;

T — R

We cannot tell whether the program Is correct or incorrect
without knowing what is its intended behavior



PROGRAM SPECIFICATION

A description of the intended behavior of a program.

/*
* Computes the maximum of two integers.
*/
int f(int n, int m) {
if (n > m)
return n;
else

return m;

¥

——




PROGRAM SPECIFICATIONS IN
NATURAL LANGUAGE

* Most widely adopted form of specification

» Software documentation

* Program comments

* Natural language is inherently ambiguous
» Inadequate for rigorous correctness analysis

 cannot accurately contrast software behavior
with software specification



FORMAL PROGRAM
SPECIFICATIONS

Gives rise to the use of correctness assertions to specify program behavior:

Precondition: assumptions

on the initial state {pre(s) } ki l
P(s,s') o

Postcondition: assertions / 1
on the final state {pOSt ( S ) J

Assertion holds iff every execution of P that starts in a state that satisfies
pre, terminates and does so in a state that satisfies post.



EXAMP

{true}

int result
if (n > m)

result
I3

else {
result
I

I~ |l

[l
=

{(result = n V result = m) A result > n A result > m}



Approaches for software verification

*Verification: To prove the program is right
*Deductive Verification
*Abstract interpretation
*ModelChecking (using abstractions)

Falsification: To show the program is wrong
*Testing/Fuzzing
*Symbolic Execution
*Monitoring
*ModelChecking
*Automated Bounded Verification




Deductive Program Verification

The task of mathematically checking the correctness of a program with
respect to a formal specification.

Originally proposed by R. W. Floyd and C. A. R. Hoare, based
specification using first-orden logic assertions.

on program

Robert W. Floyd

ASSIGNING MEANINGS TO PROGRAMS:!

Introduction. This paper attempts to provide an adequate basis for
formal definitions of the meanings of programs in appropriately defined
programming languages, in such a way that a rigorous standard is established
for proofs about computer programs, including proofs of correctness,
equivalence, and termination. The basis of our approach is the notion of
an interpretation of a program: that is, an association of a proposition
with each connection in the flow of control through a program, where the
proposition is asserted to hold whenever that connection is taken. To prevent
an interpretation from being chosen arbitrarily, a condition is imposed on
each command of the program. This condition guarantees that whenever
a command is reached by way of a connection whose associated proposition
is then true, it will be left (if at all) by a connection whose associated
proposition will be true at that time. Then by induction on the number of
commands executed, one sees that if a program is entered by a connection
whose associated proposition is then true, it will be left (if at all) by a
connection whose associated proposition will be true at that time. By this
means, we may prove certain properties of programs, particularly properties
of the form: “If the initial values of the program variables satisfy the
relation R,, the final values on completion will satisfy the relation R,.”
Proofs of termination are dealt with by showing that each step of a program
decreases some entity which cannot decrease indefinitely.

These modes of proof of correctness and termination are not original;
they are based on ideas of Perlis and Gorn, and may have made their
earliest appearance in an unpublished paper by Gorn. The establishment
of formal standards for proofs about programs in languages which admit
assignments, transfer of control, etc., and the proposal that the semantics
of a programming language may be defined independently of all processors
for that language, by establishing standards of rigor for proofs about

"This work was supported by the Advanced Research Projects Agency of the Office of
the Secretary of Defense (SD-146).

Assigning Meanings to
Programs, 1967

An Axiomatic Basis for
Computer
Programming, 1969

An Axiomatic Basis for
Computer Programming

C. A R Hoans,
The Queen's Unieersity of Belfat* Northern Iland

In this poper an atempt s mode fo explore e logica founda-

Computer programming s an exact seience in that, all
the propertes of a progeam and all the consequences of

o
our reasoning sbout computer programs. The exaet choico
of axioms will to some extent depend on the choice of

5 language. For illustrative purposes, this

paper is confned to a very simple language, which s effec
tively asubset of ll current proceduro-oriented languages.
2. Computer Arithmetic

‘The fist requirement in valid reasoning about . pro-

ramis to know the propertesof the clementary operations
which it nvokes, for example, addition and multiplcation
of integers. Unfortunately, in several respects computer
arithmetic is not the samo as the arithmetic fumiliar to

it s necessary to exercise some care

» appropriao set of axioms. For exsmple, the
iayed in Tablo T are rather u smal selection
of axioms relevant to integers. From this incomplte sct

estions of the ACH

of axioms it is posible o deduee such simple theorems as:

2+yX0
Y<rOrHyXa= C-NHyX A +0)
“The proof of the second of these i

A C-pHrXA+e

(=D + UXT+yX0)
PEXETEY)
A3 == +n+uxg
+uXq providedy < r

tonal infinite set of
they are also true of

nanipulated by computers provided that they
fined to monnegalioe numbers. Thei truth s independent
of the size ofthe sot; furthermore, it i largely independent
of the choice of technique applicd in the event of “over-
flow”;for example:

that both sides exist or fail to exist together.
m boundary: the result of an overflowing opera-
tion i taken a3 the maximum value represented.
(3) Modulo arithmetie: the result of an overfloving
operation s computed modulo the size of the setof integers

it
model
sented
Ttis nteresing to note that the differontsystems satisfy
1g axioms AL to A may b rigorously di
eachother by choosing s parteular
exclusive supplementary aioms. For exar
arithmetic satises the sxiom:

A0 -3V <o),

. infiite

where al finte arithmetics satisy
A0, Vr < max)
iax” denotes the largest nteger represented.

where “m

Similary, the three_treatments of overflow may be

aisi a choice of one of the following axioms
1

itinguished by
reating to the value of max +

Al 23 (r=max+1) (et interprotation)

Ally masx + 1= max (frm boundary)
Ally max+1=0 (modulo arithmetic)

Having selected one of these asioms, it i possible to
use it in deducing the properties of programs; however,

Volume 12 / Number 1 / Octaber, 1969



Program Verification

Gives rise to the use of correctness assertions (Hoare triples) to specify program
behavior:

Precondition:
assumptions on the

initial state {pre (8) }
P(s,s") e

Postcondition: assertions {pOSt(S/) }

on the final state

Assertion holds iff every execution of P that starts in a state s that satisfies pre, terminates and
does so in a state s’ that satisfies post.




Examples of Hoare Triples

{false} S {Q}
e Valid for all S and Q.

{P} while (true) do skip {Q}
e Valid for all P and Q.

{true} S {Q}

e If S terminates, then Q must hold.

{P} S {true}
e Valid for all P and S.

{P} S {false}

e False when P holds and S
terminates, otherwise Valid

15



Example

{x=X&y=Y}
tmp = X;
X.=Y;
y:=tmp;
{x=Y &y =X}



Example - Sort

{true}
i := 1;
while (i<=length(A)) do
j = 1;
while (j>1) do
if (A[j-11>A[j]l) then
swap(j-1,3j)
j = j-1
end
i = i+l
end

{Vz € [1.. length(A) — 1] : Alz] < A[z + 1]}



Hoare Rules

Skip {P} skip {P}

Assignment

{Qx=>E]}x := E {Q}

{A} s1 {C} {C}s2 {B}
{A}sl;s2 {B}

Sequential composition

N {A && cond} s1 {B} {A && !cond} s2 {B}
Conditional TATif (cond) {(sl} else {s2] (B

A=A {A} s {B} B=>»B’
Consequence {A’} s {B'}

{A && cond} bodvy {A} (A && !cond)=>B
Iteration {A}while (cond) {body} {B}




Program Verification

{true}
X:=5 QixDEl}x := E {Q}
{x =5}
Proof:
{6 =5} x := 5 {x=5} (assignment)

{true} x :

5 {x =5} (arithmetic)



Program Verification

ix =0}
X:=x+1 QxDE}x := E {Q)
{x >0}
Proof: A’-)A{%‘ij Eg,}} =
{x+1>0} x := x+t1 {x>0} (assignment)
{x=0} x := x+1 {x> 0} (consequence

(x=0)= (x+1>0)



Program Verification

true {Q[x2E]}x := E {Q}
X =X
A DA (A} s {B} BDB’
Proof: {X < O} W}s B}
{—x <0} x := -x {x< 0} (assignment)
{x >0} x := -x {x< 0} (arithmetic)

M? Cannot apply consequence rule



Program Verification

{1 <n}
f =1;

Proof: i-=1;

{1<ini<nAf=i}

‘This step reduces the problem of proving the correctness of the original program
to the three smaller problems:
(1) proving the initialization part;
(2) proving (inductively) that the premise R of rule 4 is valid for all iterations
of the loop; an
(3) proving the finalization part.
These subproblems may be proved in any convenient order.

The third subproblem is easiest, since it involves only the Skip statement.
Since that statement does nothing, its precondition must directly imply its post-
condition. This can be shown by repeated applications of rule 5 and using our
algebraic skills:

i2nAl<iAi<nAf=il =
(i=m)Af=il >
f=nt
That is, since i > n and i < n, it follows that i = n.

A strategy for solving the first subproblem uses rule 2 to break a Block into
its individual components and then find the linking assertion {R’}:

{1<n}

[
{r'}
i=1;
{1<ini<nAf=il}
The linking assertion R’ can be found by using rule 1 with the second assign-
ment, so that B = {1 < 1A1 < nAf = 1!}. So now we can insert this
expression for B’ and apply rule 1 to the first assignment:
{1<n}
t=1;
{1<1AL<nAf=il}
obtaining {1 < 1A1< nA1 =11}, which simplifies to 1 < n. Thus, we have
proved the validity of the Block by showing the validity of:

of:

{1<n} f=1; {1<1A1<nAf=11},
{(1ia1€naf=11 {1ginisnnf=il} +
{1<n}f=Li=L{1<iAi<nAf=il}

Solving the second subproblem requires that we validate rule 4 for our in-
variant R and every iteration of the loop. So we must validate:

{s.test A R}s.body{R} + {R}s{-s.test A R}, where s is a loop statement.

To do this for our particular loop test i < n, invariant R, and loop body, we
need to show the validity of the following Hoare triple:
{i<nAl<ini<nAf=il}
imi+
fmtai;
{1<ini<nAaf=i
Let us use rule 2 again to derive a linking assertion R’ between the two
statements in this 1
{i<nAal<ini<nAnf=il}

(I<ini<nnf=il
Applying rule 1 to the second assignment gives:
R=1<ini<aAfxi=il
Applying rule 1 to the first assignment and R gives:
1<ini<nAfx(i+1)=(i+1)
Now, we nced to show that:
i<nAlSiAiSaAf=id=1<i+1Ai+1<nAfx(i+1)=(+1)L

in which case 5 can be used to complete our proof. To do this, we use the
following principle from logic:

P=>qp=a>rp=>s Fp=>qArAs

and proceed by proving each term of this consequent separately.
irst, we must show:

i<nAlSiniSnAf=il=1<i+]

This is valid, since 1 < i is a term in the antecedent and i < i+ 1 is always
valid, algebraically.
Second, we must show:

i<nAlSiAiSnAf=il>i+1<n,

This is also valid, since i < 7 is in the antecedent and it follows algebraically
thati+1<n.
Third, we must show:

i<nAlSiAiSaAf=is fx@+])=(i+1)

We can safely divide both sides of f x (i +1) = (i + 1)! by i + 1, since i > 1,
resulting in:

i<nAl<iAi<naAf=il= f=il
This is valid, since its consequent appears as a term in its antecedent.

This last step amounts to an induction proof, in which we show both: (1)
the basis step in which R(1) is established, and (2) the induction step in which
R(i) = R(i+1) is established for invariant R(i) over all i = {i,....n}. Since
loops have indeterminate length, the invariant R is expressed as a function R(i)
on the number of iterations i that have taken place. The basis step, in which
R(1) is valid, corresponds to the validity of R before the first iteration.

This concludes our proof of the (partial) correctness of the Factorial function
in Figure 12.3. Note that our proof does not address correctness when the
calculation of n! cannot be completed because too large a value for n was passed.
‘We return to this important issues in a later section.



How can a computer tell if a program is
correct?

Can we do it
automatically?




Weakest precondition

true} {x = 3}
X ;=X 1=-X
X < 0} {x <0}

{x >= 3}
:=-X
{x < 0}




Weakest precondition

P={x>=3}
X = -=X

Q = { x<0}

Is P the weakest
precondition?

WP

X>=5 && y<0



Weakest precondition

¢ WP(Skj—pr Q) —def Q

{x < 0}
skip
{x < 0}



Weakest precondition

* WP(skip, Q) =4 Q
{7} x:= x+2 {x>=5}
¢ WP(X . :E, Q) =def Q[X% E]
{x>=5[x=2>x+2]} x:=x+2{x>=5}
{(x+2>=5} X:=x+2 {x>=5}

{x>=3} x:=x+2 {x>=5}



Weakest precondition

* WP(skip, Q) =4 Q {?}

X:=x+1
¢ WP(X . :E, Q) =def Q[X% E]

X:=Xx+2
* WP(sl;s2,Q) =4 WP(s1, WP(s2, Q)) {x>=5}



Weakest precondition

¢ WP(Skj—pr Q) —def Q

{?}
* WP(x:=E, Q) =4t Q[x2E] Kimxl
{x>=3}
* WP(s1;s2,Q) =4 WP(s1, WP(s2, Q)) o= X4+2

{x>=5}



Weakest precondition

¢ WP(Skj—pr Q) —def Q

{x>=2}
* WP(x :=E, Q) =4ef Q[X2 E] Kimxl
{x>=3}
* WP(sl;s2, Q) =4 WP(sl, WP(s2, Q)) X:= X+2

{x>=5}



Weakest precondition

¢ WP(Skj—pr Q) =def Q
{?}

* WP(x:=E, Q) =4 Q[x2E] If(x>0) then x:=x+1 else x:=2

« WP(s1;s2,Q) =g WP(s1, WP(s2, Q)) {x=2}

*WP(1f (B) {sl}else{s2}, Q) =y
B=>WP(s1,Q) &&
IB => WP(s2,Q)



Weakest precondition

¢ WP(Skj—pr Q) =def Q

Case X>0: (Case X<=0:
* WP(x:=E, Q) =4.s Q[x>E]

17} {?}
CWP(s1;82,Q) =g WP(s1, WP(s2, Q) X=x+l Xi=
{x=2} {x=2}

*WP(1f (B) {sl}else{s2}, Q) =y
B=>WP(s1,Q) &&
IB => WP(s2,Q)



Weakest precondition

¢ WP(Skj—pr Q) —def Q

Case X>0: (Case X<=0:
* WP(x:=E, Q) =4.s Q[x>E]

{x=1} {True}
CWP(s1;82,Q) =g WP(s1, WP(s2, Q) X=x+l Xi=2
{x=2} {x=2}

*WP(1f (B) {sl}else{s2}, Q) =y
B=>WP(s1,Q) &&
IB => WP(s2,Q)



Weakest precondition
¢ WP(Skj—pr Q) —def Q

* WP(x:=E, Q) =4t Q[x2E] {(X>0=>x=1) and (X<=0 => True)}

* WP(s1;52,Q) =g WP(s1, WP(s2, Q)) If(x>0) then x:=x+1 else x:=2

{x=2}
* WP(1if (B) {sl}else{s2}, Q) =4
B=>WP(s1,Q) and !B => WP(s2,Q)



Weakest precondition —

{(X>0=>x=1) and (X<=0 => True)}
could be simplified into

* WP(skip, Q) =4 Q { x=1 or X<=0}

* WP(x:=E, Q) =4s Q[x2E] {x=1 or X<=0}

* WP(s1;52,Q) =g WP(s1, WP(s2, Q)) If(x>0) then x:=x+1 else x:=2

{x=2}
* WP(1if (B) {sl}else{s2}, Q) =4
B=>WP(s1,Q) and !B => WP(s2,Q)



Why the weakest precondition is important?

{P}s {Q}
if and only if
P= WP(S, Q)

So, if we have an effective (algorithmic) way to
compute the WP we are done ©




Verification Condition

Given the following Hoare triple:
{Pre}
Program
{Post}

A Verification Condition (VC) for that triple:

Pre => WP(Program, Post)



Example

* WP(skip, Q) =4 Q ° WP(sl;s2,Q) =4 WP(s1l, WP(s2, Q))

* WP(x:=E, Q) =4 Q[x2>E] ° WP(if (B) {sl}telse{s2}, Q) =4
B=>WP(s1,Q) && B => WP(s2,Q)

WP(result=a; if (a<0).., result=

int abs(int a) WP(result=a; WP(if (a<0).., result=|al))
requires true ,
ensures result = |a| P a<0 => WP(result=-result, result=|a|) &&
{ a>=0 => WP(skip, result=|a|)
result = a;
if (a<0) = (a<0 =>-result=|a|) && (a>=0 => result=]a|)
result = -result;
a0 WP(result=a, P’) = (a<0 =>-a=|a|) && (a>=0 =>a=|al)
skip;
\ What we need to prove: preM => WP(P, result=|a|)

true =>(a<0=>-a=|al|) && (a>=0 =>a=|a|) ¥




Verifier Archtecture
* Programming Language
* Specification Language

* Logical representation of
the program

 Automatic Decision
Procedure

JAVA Program Specification JML
Translator
Weakest
Precondition
(Dijsktra)
Logical
=1 Verifier

SMT-Solver (Z3)  Automatic
Theorem Prover



So, what is the problem with using WP?

1. Limitation in the Logic used in specifications: is decidable?

2. Loops!



What is the problem with WP?

Let call H,: precondition for executing exactly k times

while (B) {
S;

{Q}

Execute O times

-B
while (B) {
S;

{Q}



What is the problem with WP?

H.: precondition for executing exactly k times
* H,(B,S,Q) = def(B) A-BA Q

while (B) {
S;

}

{Q}

Execute O times

{-B A Q}
while (B) {
S;

{Q}



What is the problem with WP?

H.: precondition for executing exactly k times
* H,(B,S,Q) = def(B) A-BA Q

* H,(B,S,Q) =4 def(B) A B Awp(S, -B A Q))
= def(B) A B A wp(S, Hy(Q)).

Execute once

{B && ?}

S;

while (B) {
S;

}

{Q}

{B Awp(S,-BAQ)}
S;
while (B) {

S;

{Q}



What is the problem with WP?

H.: precondition for executing exactly k times

* H,(B,S,Q) = def(B) A—=B A Q, B A wp(S, H,(Q))
* H,(B,S,Q) =4 def(B) AB Awp(S, -B AQ)) S;S;.. S;
= def(B) A B A wp(S, Ho(Q)). while (B) {
S;
* H,..(B,S,Q) = def(B) A B A wp(S, H,(Q)) for k > 0. \

{Q}



What is the problem with WP?

H.: precondition for executing exactly k times

* Hy(B,S,Q) = def(B) A-BAQ, B A wp(S, H(Q))
© H,(B,S,Q) =4 def(B) A B A wp(S, =B A Q) 3; 35-- 5
= def(B) A B A wp(S, H,(Q)). while (B) {
. ;I.,;+1(B,S,Q) = def(B) A B A wp(S, H.(Q)) for k> 0. } K
{Q}

WP(while (B) {S},Q) = Vi.oHi(B,S,Q)

We get an infinitary formula...



. . P
Loop invariants If\itr'e}

A loop invariant is a property of a program loop Pel=>{ 1]
that is true before (and after) each iteration -
while (Cond) {

* It's part of the (perhaps unconscious) reasoning we {1 & Condj
do when writing a loop S;

* Formal Description: ()
 What we assume at the beginning of each iteration
* What progress we expect at the end of the iteration }

{1 & ICond}=>{Qc}

 Fundamental for the verification of a method if it has
loop/cycles (inductive reasoning) {Pos}



Loop invariant Theorem

... ; [/ some code

{Pc}
{1} If you can show that:
while (B) { 1) Pc ==>|
S; 3) (Inv && IB) => Qc
{1}
} Then:
{1& ICond} {Pc} while (B) S {Qc}
{Qc}

... ; [/ some code



Loop invariants

i@el | s@el | i@e2 | s@e2
0 0 1 1
1 1 2 3
2 3 3 6
3 6 4 10

Loop invariant




If you can show that:
1) Pc ==> |
2) {B && Inv} S {Inv}

Handling LOOpS 3) (Inv && 1B) => Qc

Then:
{Pc} while (B) S {Qc}

How we codify the rule for the loop?
* We require an invariant satisfying the invariant theorem

 \We need to add this statements
WP (assume E, Q) == E=>Q
e assume E // believe E is true WP (assert E, Q) == E && Q

 assert E // check E is true (fail otherwise) WP (havoc x, Q) == \forall x. Q
* havoc x (a non-deterministic value to x)



If you can prove that:
1) Pc ==> |

. 2) {B && Inv} S {Inv}
Handling Loops 3) (Inv && 18) => Qc
Then
{Pc} while (B) S {Qc}

While (I,T) Bdo S end ==

assert | 1) Check that loop invariant holds at the beginning
havoc T
assume | h 2a)Forget info of variables affected T, use only the
if (B) then information provided by the invariant
S
assert | 2b) Check invariant is preserved after executing
assume false loop body

endif

_ 3) Here | holds and B is False






Are we still
computing the
WEEL G
precondition on
the original
program?




DEPARTAMENTO
DE COMPUTACION
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DEPARTAMENTO
DE COMPUTACION

K
Verification architecture S

Intermediate
Verification
Language




Modern software verification tools

Prog. languages
+ specifications
/
/

J

[[[ Front-ends }
J

/

[ Back-end

Automatic
prover

|
-+

+ Automatic first-order logic
tools — major progress in the
last decade (SAT, SMT)

+ Intermediate verification
languages - Boogie, Why, ...

+ Back-end: verifier
(verification condition
generator)

= Common infrastructure for
building front-end verifiers

58



PROGRAM VERIFICATI




BOUNDED PROGRAM

\/ | limit on the number of
objects in program states, the range
for numeric types, ...

limit on the
number of loop iterations
and depth of recursive



BOUNDED VERIFICATION

Egze(SZi“%> push-button
{post(s')} (Bounded)
R Verifier

(bound)



THE BOOLEAN SATISFABILITY
FRCIBLE

Given a propositional formula A, is it satisfiable!

..e., find a valuation:
v: Vars(A) — {T,F}
that makes the formula true

- Decidable problem

* No known polynomial time algorithm to solve it (problem is NP=-complete)

- Several efficient implementations for SAT based on Davis-Putnam-
Logemann-Loveland (DPLL)



BASIC ALGORITHM FOR SA

Given a propositional formula f, try out all possible valuations for F in the search a
satisfying one.

*Valuations are finite (but exponential on the number of propositional variables)

* This process Is the so-called truth=-table construction

F: PNQ — PV-Q

PIQ|P NQ|-Q|PV —Q|F
00} O 1 1 1
0|1 O 0 0 1
110 O 1 1 1
Bih| 1§ 0 1 1




BASIC ALGORITHM FOR SA

The same process can be implemented without the explicit construction
of a table:




SAT ALGORITHMIC
IMPROVEMENTS

RESVEQTN (IR RN (SRS S
R —— 7_/ —
/ the
an be removed

P appears positively, clause Identify literal

P does not appear in
" Cl , :
. eral

. \\

“removing” a clause is turning it into T,

“removing” a literal is ’rurnw
/ I

'A@J”@AhRV$AT
That is:

RA(-RVS) — -




SAT-BASED BOUNDED
VERIFICATION

{pre(s)}
P(s,s")—>
{post(s’)}

9 9 ! 77’
(p11VpiaV---Vpii)A

9 b ! 7..7
(p2.1 VP22 V---Vpsi)A

—> —

SAT solver

C
2
_®
)
C
(O
<
.|_)

(pn,l \/pn,Z Voo \/pn,k)
scope

(bound)




BOUNDED VERIFICATION SAT

NCODING

JOAIOS |\V/S

3uInjoS VS O3
P3P AUpI[eA 1O 92npay

1

AYPI[eA BINWLIO} 1O
O} UOIIBDIJIUSA 90Npay

1

92} doo| weddodd Sye|.|

scope
(bound)



PROGRAM VERIFICATION
-NCODING

A program Prog with iteration bounded by k can be transformed
into an equivalent loop-free program Prog’ by unrolling loops k times:

if (cond) {
loopBody();
if (cond) {
loopBody () ;
if (cond) {
loopBody();
while (cond) { if (cond) {
loopBody(); loopBody () ;
1 If (cond) {
ignoreRun();
}
}
}
}




PROGRAM VERIFICATION
-NCODING

If a program P is loop=free, the validity of a partial correctness assertion
involving P can be mechanically reduced to checking the validity of a
logical formula:

» Vs - pre(s) = WP(P, post(s))

Formula is first-order

Dijkstra, Edsger W. (August 1975). "Guarded Commands, Nondeterminacy and Formal Derivation of Programs". Comm. ACM. 18 (8).



sE@ROS| TIONAL ENCODING OF RiRSHE
WRIDER | OGIC OVER BOUNDED DGIMEHNS

A Tirst-order logic formula involving quantification over a domain of

finite size k can be turned into an equivalent propositional formula:

Vs € D -p(s) = p(do) Ap(di) A+ Ap(di—1)



LIMITATIONS

{ arr != null }

public static int linearSearch(int[] arr, int target) {
// Iterate through-—eeeiretememi=ql the array
for (int i = 0,4 < arr.length - 12 i++) {
// If the currelt—etemermrt=Matches the target, return 1its index
if (arr[i] == target) {

return 1i;
by
I3
// If the loop completes without finding the target, return -1
return -1;

{result = —1 < (Vi -0 <1 < arr.length = arr|i] # target)}



LIMITATIONS

fal=null}

public static int binarySearch(int[] a, int key) {
int low = 0;
int high = a.length - 1;

while (low <= high) {
int mid = (low + high) / 23
int midval = almid];

if (midval < key)
low = mid + 1;
else if (midval > key)
high = mid - 1;
else
return mid; // key found
+
return -(low + 1); // key not found.
}

{result = —1 < (Vi-0 <1 < a.length = aft] # key)}



CHALLENGES OF PROGRAM

V

R

Efficiency and scalability

SICATION

SAT formula grows exponentially with program complexity and

scope/bound

Generalizability

Custom heap-allocated data is non-trivial to deal with

Concurrent programs lead to huge number of program interleavings

Extremely difficult to deal with for bounded verifiers (scalability)



SOM

R

e

"ARCH DIRECTIONS

» Development of proof assistants for deductive verification

* Very valuable for mathematicians!

" PVS

* Design of specification languages (logic engineering)

» Tradeoff between expressiveness and tractability

» larget specific program properties



SOME RESEARCH DIRECTIONS

Program derivation/synthesis

Given a specification, systematically
generate a program that satisfies the
specification

Fault localization
Given a faulty program, where's the error?
Program repair

Given a faulty program, automatically fix it
so that it satisfies its specification

%-»(P-»{gﬁ-»fb

Synthesis Synthesis Synthesized
Specification / Engine Program
User Intent (that satisfies the spec)
———8
sz5 [ |if(! Model.fixed id)|{
526 fixed id = ((u32) (radio_ch[0] * cyrfmfg_id[0] * cyrfmfg_id[3]) << 16)
527 | {{u32) (radio_ch([1] * cyrfrfg_id[1] * cyrfrmfg_id[4]) << 8)
528 | {{u32) (radio_ch[2] * cyrfrfyg id[2] * cyrfrfg_id[S5]) << 0):
523 fixed_id = fixed_id % 1000000
530 bind counter = BIND_ COUNT:
531 state = DEVO_BIND:
53z PROTOCOL_SetBindState (Dx1388 * 2400 / 1000): //msecs
o8 [ioe
534 fixed id = Model.fixe
535 use i
536 =
537 bind counter = 0O;
538 cyrf_set_bound sop_code():
539 }
L T— —————
Buggy Program Patch Candidate Patch

"l' 5

2 v.
2

Patch Patch

Fault
Tp\t enite I acalizatinn (lensratinn Validatinn
L —

‘*



Is software verification also relevant
for modern software systems?
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